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Source:
http://www.tech—archive.net/Archive/Windows/microsoft.public.windows.server.setup/2006-01/msg00110.ht

* From: "Lanwench [MVP - Exchange]"

<lanwench @ XXXXXXXXXXXXXXXXXXXXXXXXKKKXXXXXXXXKKKXXX XXX XXX K>
 Date: Mon, 16 Jan 2006 12:05:03 —0500

In_news:uQ2KgNhGGHA. 376 @ XXXXXXXXXXXXXXXXXXXX,
Oli Restorick [MVP] <oli@xxxxxxxx> typed:

> Actually, I've implemented the deny logon locally trick on
> workstations to stop inappropriate use of accounts with domain admin
> membership.

Ah, but who would be able to effect that membership in the first place?

> Personally, | regard logging on interactively to anything
> other than a domain controller as inappropriate.

Well, I'm not that fussy about it, as long as nobody unauthorized has the
credentials & can't change group membership. It's often useful for testing.

> | wish Microsoft's

> defaults included a "Workstation admins" group, as so many admins use
> domain admin accounts on workstations. This makes it absolutely

> trivial for an employee to gain domain admin rights.

Does it?

>

> For TZanolo's information, the following KB article is the closest |

> can find to the solution, even though it describes adding rights,

> rather than removing them. It's not too much of a challenge to

> interpret the article to either remove the domain admins group from
> having the right to log on locally, or editing the deny logon locally

> privilege.

>_http://support.microsoft.com/kb/285793/en—us

>

> As Miha and Lanwench have pointed out, take *great* care to ensure
> that you don't lock yourself out of the entire domain.

>

> |t should also be pointed out that denying local logon also prevents
> the use of the RunAs command.

>
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> Ol

>

>

> "Lanwench [MVP - Exchange]"

> <lanwench @ XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX> Wrote in

> message news:%23PPQOMYGGHA. 1312 @ XXXXXXXXXXXXXXXXXXXXXXX

>>
>>

>> In_news:%23PXXLCcQGGHA. 140 @XXXXXXXXXXXXXXXXXXXX,

>> TZanolo <zanolo2@XXXXXXXXXXx> typed:

>>> we use a windows xp with a imaggesseter conected trought a scsi
>>> card. We need admin privileges to magane it. But we are using the
>>> domain administrator account... So only 3 people here knows its
>>> password. But now will work here a lot of people and they must
>>> operate the imaggesseter remotally. | don't want these new people
>>> know the master password from my domain. So | will create a simple
>>> account and give to it local administrator privileges only in that

>>> machine. And everyone will know only this password.

>>

>> Sounds good.

>>

>>> | just need to "deny logon

>>> |ocally" to administrator account just to force my olders users

>>> don't use its password anymore in that machine.

>>

>> Sounds bad. Just change the password so that unauthorized users
>> can't use the domain admin credentials.

>>

>>

>>>

>>>

>>>

>>> THANKS!

>>>

>>>

>>> "Miha Pihler [MVP]" <mihap—news@XxXXXXXXXXX> escreveu na mensagem
>>> news:070A0CcIGGHA. 1192 @XXXXXXXXXXXXXXXXXXXXXXX

>>>> Yes it is possible. Edit policy and put Administrator account in
>>>> "Deny logon locally".

>>>>

>>>> Deny logon locally

>>>> http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en—us/537.mspx
>>>>

>>>> Note: be very careful what you do, because you can_ lock yourself
>>>> out. Also note that administrator can bypass this policy if he/she
>>>> really

>>>> want. My question: why would you want to implement such policy?
>>>> What is your reason behind this?

>>>>

>>>> ——

>>>> Mike
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>>>> Microsoft MVP — Windows Security

>>>>

>>>> "TZanolo" <zanolo2@XXXXXXXXXXX> wrote in message

>>>> newsS:U6PUUUIGGHA. 1552 @ XXXXXXXXXXXXXXXXXXXXXXX

>>>>> | want that the administrator can't login locally on a windows xp

>>>>> professional workstation. My server is win2k with domain. Is there
>>>>> a way?
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