
Re: Should I Be Concerned?

Source:
http://www.tech−archive.net/Archive/Windows/microsoft.public.windows.server.sbs/2008−10/msg01846.html

From: "Lanwench [MVP − Exchange]"
<lanwench@xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx>

• 

Date: Sun, 19 Oct 2008 10:18:25 −0400• 

James Yeomans BSc, MCSE <JamesYeomansBScMCSE@xxxxxxxxxxxxxxxxxxxxxxxxx>
wrote:

Hi there, the administrator account is not subject to the account
lockout policy and will never be locked out. It could potentially
lock you out of the whole network with no way of getting back in!!!
This is why microsoft reccomend renaming the administrator account so
that a hacker does not need to just guess a password but aos a
username as well.
James.

True, re lockout...but Microsoft doesn't recommend renaming the account,
AFAIK. Anyway, any cracker worth his / her salt won't be looking for the
name, but the well−known SID. Just give Administrator a very good long
complex passphrase.

This was in the server report. I thought by default, login failure
would lock you out temporarily if you failed 4 attempts in a row.
Could this be a client machine or another server improperly
configured?
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Logon Failure:

Reason:
Unknown user name or bad password

User Name:
Administrator

Domain:
EXAMPLE.COM

Logon Type:
4

Logon Process:
Advapi

Authentication Package:
Negotiate

Workstation Name:
GEN1

Caller User Name:
GEN1$

Caller Domain:
EXAMPLE.COM

Caller Logon ID:
(0x0,0x3E7)

Caller Process ID:
1056
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Transited Services:
−

Source Network Address:
−

Source Port:
−
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