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Sorry for the long time in posting a response. | was able to get the
connections to work by placing a persistant route on each of the workstations
that pointed to the telent server that they have to connect to.

| still cannot get the workstations at the remote clinic to connect to the

server. They are on a VLAN that uses 192.168.16.1 as the gateway into our
network, and | have set that as the gateway on those machines. The SBS
network includes that address in it's address space and i use the default
192.168.16.2 for the SBS server. They use a 172.30.xxx.xxx ip address on that
VLAN and they are members of the SBS domain. When | set a persistant route on
the server to their addresses (how | configured the ISA 2000 serverand they
connected with no problems) | get an ISA error message that says the route
are not in the ISA list and are blocked. | have configured a network set that
includes those machines and have ISA route to that network and set up a
policy to allow access to that network. | still cannot connect those

workstations and don't think a persistant route on those workstations will

help for the gateway they use is already in their network properties.

Any help is appreciated.

Jim

""Crina Li"" wrote:

Hi Jim,

Thanks for your update.

I will look forward to your test result.
Thanks for your time.

Best regards,

Crina Li (MSFT)

Microsoft CSS Online Newsgroup Support
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Get Secure! — www.microsoft.com/security

This newsgroup only focuses on SBS technical issues. If you have issues
regarding other Microsoft products, you'd better post in the corresponding
newsgroups so that they can be resolved in an efficient and timely manner.
You can locate the newsgroup here:

http://www.microsoft.com/communities/newsgroups/en—us/default.aspx

When opening a new thread via the web interface, we recommend you check the
"Notify me of replies" box to receive e-mail notifications when there are

any updates in your thread. When responding to posts via your newsreader,
please "Reply to Group" so that others may learn and benefit from your

issue.

Microsoft engineers can only focus on one issue per thread. Although we
provide other information for your reference, we recommend you post
different incidents in different threads to keep the thread clean. In doing
so, it will ensure your issues are resolved in a timely manner.

For urgent issues, you may want to contact Microsoft CSS directly. Please
check http://support.microsoft.com for regional support phone numbers.

Any input or comments in this thread are highly appreciated.

This posting is provided "AS IS" with no warranties, and confers no rights.
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| Answers to your questions in order:

| 1. Yes, | do want internal clients behind the ISA firewall to access

these

| assets. They were able to do so with the same client setup prior to

moving

| from ISA 2000 to ISA 2004.

I

| 2. Yes, | added a persistant route with the route add —p command line

| command in the format you show, with the gateway portion of the command
set

| to 192.168.16.1. (This is the exact same setting that | used with the ISA

| 2000 firewall and did not have any problem conneting.) When | did that, |
get

| a message in the event log — Event ID 14147 which says: "ISA Server
detected

| routes through adapter Server Local Area Connection that do not correlate
| with the network element to which this adapter belongs. For best

practice,

| the address range of an ISA Server network should match the address
ranges

| routable through the associated network adapter as defined in the routing

| table. Otherwise valid packets may be dropped as spoofed. (This alert may
| occur momentarily when you create a remote site network. You may safely
| ignore this message if it does not reoccur.) The address ranges in

conflict

| are: 172.xxx.xxX.101-172.xxx.xxx.101;192.168.16.0-192.168.16.0;. "

I

| 3. I have not set a static route on the lan clients, for | did not have

to

| do so with the previous firewall. One of the applications is a telnet

client

| that points to an address in the 172 range shown above.

I

| Thank you for your response. | will try your recommendations and report
back.

| Jim

I

| ™Crina Li"" wrote:

I

| > Hi Jim,

| >

| > Thank you for posting in SBS newsgroup.

| >

| > To narrow down the problem, would you please help me collect the
detailed

| > network diagram? Do you mean you want to access these resources from
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| > internal client of SBS with ISA 20047

| >

| > Do you mean you have added PersistentRoute on the SBS via Route Add
* k% k%

| > MASK 255.0.0.0 *.*.** —p? If the issue still occurs, please try the
| > following information:

| >

| > 1. Create static route on each of the client computers.

| > 2. On the LAN client, disable Firewall client, disable Web Proxy
client,

| > enable SecureNAT client. (The default gateway is pointing to the ISA
| > Server's internal interface).

| >

| > | appreciate your time and look forward to hearing from you.

| >

| > Best regards,

| >

| > Crina Li (MSFT)

| >

| > Microsoft CSS Online Newsgroup Support

| >

| > Get Secure! — www.microsoft.com/security

| >

|>::: = = = = = = = = =

| > This newsgroup only focuses on SBS technical issues. If you have issues
| > regarding other Microsoft products, you'd better post in the
corresponding

| > newsgroups so that they can be resolved in an efficient and timely
manner.

| > You can locate the newsgroup here:

| >_http://www.microsoft.com/communities/newsgroups/en—us/default.aspx

| >

| > When opening a new thread via the web interface, we recommend you check
the

| > "Notify me of replies" box to receive e—mail notifications when there

are

| > any updates in your thread. When responding to posts via your
newsreader,

| > please "Reply to Group" so that others may learn and benefit from your

| > issue.

| >

| > Microsoft engineers can only focus on one issue per thread. Although we
| > provide other information for your reference, we recommend you post

| > different incidents in different threads to keep the thread clean. In

doing

| > so, it will ensure your issues are resolved in a timely manner.

| >

| > For urgent issues, you may want to contact Microsoft CSS directly.
Please

| > check http://support.microsoft.com for regional support phone numbers.
| >
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| > Any input or comments in this thread are highly appreciated.
| >

|>::: = = = = = = = = =

| >

| > This posting is provided "AS IS" with no warranties, and confers no
rights.

|>-—- ————-—-
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| >|

| > | We have been using SBS 2000 with ISA firewall to connect to some
hospital

| > | assets (Xray images, etc.) from SBS. We are a doctors office in a
medical

| > | office complex that has our own internet access and network. |
recently

| > | replaced the server and OS to SBS 2003 Premium and cannot reach those
| > assets.

| > | I created a new domain and added the users rather than migrating.
| >|

| > | Here is the scenario:
| > | The hospital is using 192.168.16.1 as the gateway from our network to

the

| > | assets that are setup on a VLAN. On the old server, | setup a
persistant

| > | route to the IP's of those assets, and was able to connect with no
| > problem.

| > | The internal IP range for my server was 192.168.16.0 through
| >192.168.16.255.
| >
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| > | When | set up the new server, | applied the persistant routing to the
| > server

| > | using the route add command and configured networks and policies to
| > access

| > | those assets as | had done on the old machine. | began to get
messages

| > that

| > | there was a route that was not valid and the ISA server would treat
it as

| > | possible spoofing. Originally | used an edge template, for that was
the

| > | configuration used on the old server. | could not connect, so |
changed

| > the

| > | template to a perimeter and identified the IP of 192.168.16.1 as the
| > | perimeter IP. | also changed the IP range for the SBS t0 192.168.16.2
and

| > | above (thinking that the 16.1 address would be outside the internal
| > network

| > | range). | set up policies and | still cannot connect to those

assets. |

| > | would really appreciate any configuration help so the doctors can see
the

| > | Xrays.

| > |

| > | Thanks in advance.

| > | Jim Mussulman

| >|

| >|

| > |

| >

| >
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