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* From: "Lanwench [MVP - Exchange]"

<lanwench @ XXXXXXXXXXXXXXXXXXXXXXXXKKKXXXXXXXXKKKXXX XXX XXX K>
 Date: Sun, 15 Jan 2006 12:23:38 —0500

In_news:7m4js113gc7jtlirgn0b8dre2l6ec3uhcu@XXXXXXX,

Ezra Herman <eherman@xxXxXXXXXXXXXXXXXXXx> typed:

> | posted a request for external email host service recommendations in
> a different thread and received a question on why someone would want
> an external host when they have Exchange.

>

> | have a few clients who haven't used Exchange as their default

> external mail host and the reasons varied.

>

> 1) The client used and liked a different internal email solution and

> didn't want to bother with Exchange.

Show them what Exchange *does*. Explain also that if they don't use it, and
use only POP/SMTP, not only can they notshare any information or use OWA,
they can't reasonably back up & maintain their e-mail. PST files must be
stored/accessed from the local hard drive of the workstation, not across a
LAN/WAN connection (it isn't supported and *will* invariably cause

problems). One of my tasks as a consultant is to train & teach and advise on
Best Practices....I'm supposed to know more about this than they do, and
advise accordingly.

>
> 2) The security posture of the company dictated no open ports directly
> into a domain controller.

So put a Postfix/sendmail box in a DMZ, set it up to relay mail to your SBS
server's LAN IP, set up your SMTP virtual server to receive mail *only* from
the IP of the other server, and open up port 25 to the other server.
Although allowing port 25 inbound is not really a valid cause for panic,

from a security standpoint.

Also, re security, if you don't use an internal mail server of some sort,
you can't do centralized antivirus/content filtering from your own server...

>
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> 3) Too little bandwidth on the internet connection.

You'll still have the same issue, and in fact it will be worse, if each
client is downloading/uploading mail via the same connection from their
workstations.

>

> 4) Unreliable internet connectivity.

Same issue as in #3, but a) fix the unreliability as best you can, even if

it involves getting another ISP/connection type, b) get someone else to act

as backup so their server queues mail and automatically retries delivery

every X hours — Mail Hop BackupMX at www.dyndns.org is one option if the ISP
won't doe it.

>

> These are the only reasons that I've run into and thankfully they are

> less and less common (except for the security justification).

>

> —Ezra Herman
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