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You are going to have to take a multi-layer approach to this (well at
least | would).

1) Change all the Admin passwords (servers, routers, workstations, etc.)
2) Change the password on his/her his former account and disable it.

3) Audit the systems in step #1 to make sure that there are no other
admin accounts that the person can get access to. If there are and you
need the account then change the passwords. If the account is not really
needed then change the password and disable it.

4) Audit the systems again — make sure that there are no logging systems
that might be potentially relaying your password changes to the former
admin on a remote account, if you find any then start at step #1 again.

5) Change the users accounts on the domain to force a password change at
the next login. If he/she know any user passwords this will negate them
any other possible access.

6) Continually audit your systems — if you are an admin you should be
doing this on a regular basis anyways.

| am sure that | missed something so | hope that any other ideas are
passed along to you by other ppl on this group.

Carlos

jimdav24 wrote:

> |s there a comprehensive guide for locking down a server to prevent access to
> someone who has left the company?

>

> The current systems admin has left the company and | want to secure the

> environment such that this person cannot gain access.

>

> Thanks in advance for your help.
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