
Re: Securing a Windows XP Workstation

Source:
http://www.tech−archive.net/Archive/Windows/microsoft.public.windows.server.general/2005−02/0790.html

From: Kerry Brown (kerry_at_kdbNOSPAMsystems.c*o*m)
Date: 02/08/05

Date: Mon, 7 Feb 2005 22:12:30 −0800

Why not just use EFS to encrypt the private data?

Kerry Brown
KDB Systems

"Cary Kataoka" <caryk@cjrk.com> wrote in message
news:%23LrPRqZDFHA.1012@TK2MSFTNGP14.phx.gbl...
> Hi.
>
> Tried posting this to the XP group, but did not receive any response, so
> I'm
> trying this one.
>
> I am attempting to secure a XP workstation connected to a 2003 Server
> based
> domain. The workstation (belonging to the CEO) has private information
> that
> should not be accessible by anyone including the network administrator. I
> have disabled remote desktop and have added the key
> System\CurrentControlSet\Services\LanManServer\Parameters\AutoShareWks=0
> to
> HKLM. I have also disabled the remote registry service. Further, I have
> removed all domain users except for the local user from local users and
> groups (specifically, I removed domain admins from the local administrator
> group).
>
> I would like some further information: A.) Could these settings be
> over−ridden via GPO? B.) Could these settings be modified if remote
> network
> profile is being used and the user is logging into different workstations
> with the same account?
>
> Thanks in advance for any advice.
>
> Cary Kataoka (caryk@cjrk.com)
> CJRK Computer Consulting Inc.
>
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