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* From: "hamm3r" <hammer @ XXXXXXXXXXXXXXXXXXXXXKX >
e Date: Mon, 11 Jul 2005 12:35:49 —-0400

This information pointed me to the resolution thank you!
Our firewall was already using 1500 MTU, but the Checkpoint SmartDefense
rule was blocking it as though it was an illegal, non RFC compliant packet.

Why are some websites using non—RFC compliant packets for DNS?
Am | jepordizing our network by allowing such packets?

Here is a description of the rule | had to turn off to resolve this problem:

"SmartDefense is able to recognize an illegal DNS packet. This ability
enables SmartDefense to catch potentially harmful packets before they enter
the network.

SmartDefense enables a system administrator to enforce TCP and UDP
protocols. Only legal DNS packets sent over TCP or UDP will be able to enter
the network. In this case, all DNS port connections over UDP and TCP will be
monitored to verify that every DNS packet attempting to enter the network is
legal (that is, RFC compliant)."

Thanks again for being so speedy and accurate!

"Kevin D. Goodknecht Sr. [MVP]" <admin@ XXXXXXXXXXXXXX> wrote in message
news:u$VVcaihFHA.207 2 @ XXXXXXXXXXXXXXXXXXXXXXXK
> In_news:GhvAe.292313S0Q1.581 6@ XXXXXXXX,

> hamm3r <hammer@XXXXXXXXXXXXXXXXXXXXXXX> posted this:

>> | posted this over in microsoft.public.windows.networking a few days
>> ago, but got no responses.

>> | hadn't realiazed there was a dedicated dns newsgroup for windows.
>>

>> Hopefully someone can help me, because | cannot figure out my next
>> troubleshooting step.

>>

>> |t seems as though ~99% of our internet hosts resolve with no

>> problem, but there are some that will not resolve and | can't figure

>> out why. We are using DNS Server on Windows 2003 Server Standard with
>> all of the lastes service packs.

Re: Can't Resolve Certain internet DNS names 1


http://www.tech-archive.net/Archive/Windows/microsoft.public.windows.server.dns/2005-07/msg00226.html
mailto:hammer@DOMAIN.HIDDEN

Re: Can't Resolve Certain internet DNS names

>>
>> We are not using forwarders but are using the root hints servers for

>> all internet resolution. All DNS servers are pointing only to

>> themselves for DNS resolution.

>>

>> *ekkkkk Hare is an example for a working resolution done from an

>> external host:

>>

>> #> nslookup www.businessdirect.att.com

>> Server: 217.160.251.251

>> Address: 217.160.251.251#53

>>

>> Non-authoritative answer:

>> www.businessdirect.att.com canonical name = cp.eia.att.com.

>> Name: cp.eia.att.com

>> Address: 192.20.5.62

>> #++krrkHeare is a nonworking nslookup from inside our network:

>>

>> #> nslookup www.businessdirect.att.com

>> Server: 10.101.25.22

>> Address: 10.101.25.22#53

>>

>> Non-authoritative answer:

>> www.businessdirect.att.com canonical name = cp.eia.att.com.

>>

>> (It finds the canonical hame but never resolves it).

>>

>

> If Win2k3 cannot resolve a Cnhame record it is usually because you are

> behind

> a firewall that blocks EDNS packets (UDP packets of more than 512 bytes)
> The best way to fix is to configure the firewall to allow UDP packets up
>to

> 1500 bytes (internet MTU). You can also disable the EDNS mechanism on the
> DNS server, but this reduces DNS efficiency because queries that won't fit
> into a single UDP packet will have to be answered using TCP which requires
> more overhead to set up and is therefore not as efficient.

>

> 828731 — An External DNS Query May Cause an Error Message in Windows
> Server

> 2003

> http://support.microsoft.com/default.aspx?scid=kb:en-us:828731
>

>
> —=?

> Best regards,

> Kevin D4 Dad Goodknecht Sr. [MVP]
> Hope This Helps

> = = = = = = =

> When responding to posts, please "Reply to Group"
> via your newsreader so that others may learn and
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> benefit from your issue, to respond directly to

> me remove the nospam. from my email address.
> = = = = = = =
>_http://www.lonestaramerica.com/

> = = = = = = =

> Use Outlook Express?... Get OE_Quotefix:

> It will strip signature out and more

> http://home.in.tum.de/~jain/software/oe—quotefix/

> = = = = = = =

> Keep a back up of your OE settings and folders
> with OEBackup:

> http://www.oehelp.com/OEBackup/Default.aspx
> = = = = = = =
>

>
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