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Source:
http://www.tech—archive.net/Archive/WinXP/microsoft.public.windowsxp.general/2005-12/msg02660.html

e From: "Yves Leclerc" <yvesleclercNOSPAM @ XXXXXXXXXXXX>
« Date: Tue, 6 Dec 2005 20:33:30 —0500

In further checking out the links,. they point to a "car" web site and |
discovered hat this patch cam out in "August 2005" and is already installed on

On 06/12/2005 "Yves Leclerc" <yvesleclercNOSPAM@XXXXXXXXXXXX> wrote:
>| just received an email which | do not believe that this "patch" is valid.
>The links do not "seem" to point to any of Microsoft's true web sites (note:

I

>removed the the url links in case that these are not true Microsoft's urls:)

>Microsoft Security Bulletin MS05-039

>Vulnerability in Plug and Play Could Allow Remote Code Execution and
Elevation

>of Privilege (899588)

>Summary:

>Who should receive this document: Customers who use Microsoft Windows
>Impact of Vulnerability: Remote Code Execution and Local Elevation of Privilege
>Maximum Severity Rating: CRITICAL

>Recommendation: Customers should apply the update immediately.

>Security Update Replacement: None

>Caveats: None

>Tested Software and Security Update Download Locations:

>

>Affected Software:

>0 Microsoft Windows 2000 Service Pack 4 -

>0 Microsoft Windows XP Service Pack 1 and Microsoft Windows XP Service Pack 2
>0 Microsoft Windows XP Professional x64 Edition —

>0 Microsoft Windows Server 2003 and Microsoft Windows Server 2003 Service
Pack

>1 -

>
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>0 Microsoft Windows Server 2003 for Itanium—based Systems and Microsoft
>Windows Server 2003 with SP1 for Itanium-based Systems -

>0 Microsoft Windows Server 2003 x64 Edition —

>Non-Affected Software:

>0 Microsoft Windows 98, Microsoft Windows 98 Second Edition (SE), and
>Microsoft Windows Millennium Edition (ME)

>Executive Summary:

>This update resolves a newly—discovered, privately—reported vulnerability. A
>remote code execution vulnerability exists in Plug and Play (PnP) that could
>allow an attacker who successfully exploited this vulnerability to take
>complete control of the affected system. An attacker could then install
>programs; view, change, or delete data; or create new accounts with full user
>rights.

>Conclusion: We recommend that customers apply the update immediately.
>
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