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All I would have to do to detect your dynamic load is to put a bp on
nt!'MmLoadSystemimage and then set up all the breakpoints | want. Loading a
driver/logic on demand is not going to make your product any more secure,

all it will do is make your product more complicated and error prone.

Unlike user mode, there is very little support for loading/unloading modules

in the kernel and all the associated ref count problems that arise from

it...you don't want to go there.
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"David J. Craig" <Dave@XXXXXXXXXXXXX> wrote in message

news:0O7aelFVUGHA.51 08 @ XXXXXXXXXXXXXXXXXXXXXXX

Do you want to have something "debug" resistant or just the appearance of
resistance? You can spend a lot of time writing anti-debug code and a lot
more time and effort debugging it or you can just forget about it and go
for quality instead of glitz. If you really want to keep your competitors
from reverse engineering your design you can have their computer call
yours to do the work. Then you have control over the more difficult
pieces. You can easily write a driver that functions as a DLL, but

keeping the logic intact and loading it when required and unloading it
when it is not will be a lot of work. If the DLL is encrypted all someone
needs to do is force a kernel dump and can grab the object code in
plaintext form. A little editing of the dump will give them an easy way

to reverse engineer your product.

Make the product work and work well. Support your users. Provide value
for their money and you will succeed unless your target market is less
than a thousand users.

"Luis Miguel Huapaya" <LuisMiguelHuapaya@ XXXXXXXXXXXXXXXXXXXXXXXXX> Wrote

in message news:574869DE-A063-41B1-84A7-FI9CB6F94046 E @ XXXXXXXXXXXXXXXX
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We have a component that needs to be "debug" resistant that will load
specific code on demand and unload it as soon as the code runs. This way,
it

will be difficult for hackers to get a full picture of all the components

binary.

Ok, I've answered your guestion, how about you answer mine :-) ?

cheers,
Luis Miguel Huapaya

"Mark Roddy" wrote:

On Tue, 28 Mar 2006 13:31:06 —0800, Luis Miguel Huapaya
<LuisMiguelHuapaya@xXXXXXXXXXXXXXXXXXXXXXXXX>
wrote:

| absolutely need to

figure out how to dynamically load code at
the kernel level (this code

will

be loaded by a file system minifilter).

Why is this a requirement?
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